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Detailed Action 

Continued Examination Under 37 CFR 1.114 

A request for continued examination under 37 CFR 1.114, including tlie fee set 
fortli in 37 CFR 1 .1 7(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on July 15, 
2008 has been entered. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

(e) the invention was described in (1) an application for patent, publislied under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

Claims 1-3, 6, 12-14, 17 and 23-27 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Bisbee et al (US PGPUB No: 2002/0184217 A1), hereafter referred to as 
Bisbee. 

1 . With regards to claim 1 , Bisbee teaches a method of administering a computer 
network, the method comprising: providing an enrollment administration system 
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for specifying enrollment rules, the enrollment rules identifying one or more users 
permitted to enroll one or more network resources for authorized remote access 
(Bisbee's Rules Database (equivalent to the claimed enrollment administration 
system) specifies rules for authentication (equivalent to the claimed enrollment 
rules) to access remote system resources (equivalent to network resource being 
accessed); see paragraphs 51 and 52, Bisbee); providing an enrollment system 
configured to communicate with the enrollment administration system for 
enrolling by a user of the one or more users a first networked resource of the one 
or more network resources for remote access by the user if permitted by 
specified enrollment rules (Bisbee's Logon Component (equivalent to the claimed 
enrollment system) communicates with the Rules Database (enrollment 
administration system) to determine if the requesting user is permitted to access 
the remote system resource; see paragraphs 51 and 52, Bisbee); and providing a 
remote access system for granting the user remote access to the first networked 
resource if the user successfully enrolled the first networked resource via the 
enrollment system (Bisbee's system resource is provided remote access to the 
requesting user via the logon component, upon successful authentication (which 
is a remote access system); see paragraphs 51 and 52, Bisbee). 

2. With regards to claims 2, 13 and 25, Bisbee teaches the method wherein the 
networked resource is a computer (see paragraph 21, Bisbee). 
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3. With regards to claims 3 and 14, Bisbee teaclies tlie metliod wlierein tlie remote 
access system denies remote access to the first networl<ed resource to a user 
that has not enrolled the first networked resource (see paragraphs 19, 20 and 51, 
Bisbee). 

4. With regards to claims 6 and 17, Bisbee teaches, the method wherein the 
enrollment system disallows enrolling the first networked resource from a remote 
console (Bisbee teacties the system resource being unavailable (see paragraphs 
25 and 51, Bisbee)) 

5. With regards to claim 12, Bisbee teaches a computer system comprising: an 
enrollment administration system for specifying enrollment rules, the enrollment 
rules identifying one or more users permitted to enroll one or more network 
resources for authorized remote access (Bisbee's Rules Database (equivalent to 
the claimed enrollment administration system) specifies rules for authentication 
(equivalent to the claimed enrollment rules) to access remote system resources 
(equivalent to claimed network resources being accessed); see paragraphs 51 
and 52, Bisbee); a first networked resource configured to communicate with the 
enrollment administration system (Bisbee's system resource (equivalent to the 
claimed first networked resource) is setup to communicate with the Rules 
Database (enrollment administration system); see paragraphs 51 and 52, 
Bisbee); a remote device configured to communicate with the first networked 
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resource via a comnnunications cliannel (Bisbee's Client (equivalent to tiie 
claimed remote device) is setup to communicate witli tlie system resource (first 
networked resource) through a network; see paragraph 45, Bisbee); an 
enrollment system configured to communicate with the enrollment administration 
system for enrolling by a user of the one or more users the first networked 
resource of the one or more network resources for access by the user if 
permitted by the specified enrollment rules (Bisbee's Logon Component 
(equivalent to the claimed enrollment system) communicates with the Rules 
Database (enrollment administration system) to determine if the requesting user 
is permitted to access the remote system resource; see paragraphs 51 and 52, 
Bisbee); and a remote access system for granting the user remote access to the 
first networked resource if the first networked resource was successfully enrolled 
via the enrollment system (Bisbee's system resource is provided remote access 
to the requesting user via the logon component, upon successful authentication 
(which is a remote access system); see paragraphs 51 and 52, Bisbee). 

6. With regards to claim 23, Bisbee teaches the computer system wherein the 
enrollment administration system comprises an enrollment database that stores a 
list of networked resources a user has enrolled (see paragraph 25, Bisbee). 

7. With regards to claim 24, Bisbee teaches a method of network administration 
comprising: specifying an enrollment rule, the enrollment rule identifying one or 
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more users permitted to enroll one or more network resources for authorized 
remote access (Bisbee teaches rules being applied to authorize users to access 
the system resources (equivalent to the claimed network resources); see 
paragraphs 51 and 52, Bisbee); enrolling by a user of the one or more users a 
first networked resource of the one or more network resources if permitted by the 
specified enrollment rule (If user is permitted, they gain access to the system 
resources (network resource); see paragraph 52, Bisbee); granting the user 
remote access to the first networked resource from a remote device if the user 
had previously successfully enrolled the first networked resource via the 
enrollment system (Bisbee teaches that once a user successfully logged on 
once, the user does not have to re-access the logon rules; see paragraph 20, 
Bisbee); and denying the user remote access to the first networked resource 
from the remote device if the user had not previously successfully enrolled the 
first networked resource via the enrollment system (If the user does not pass 
authorization, the user is denied access to the system resources; see paragraphs 
51 and 52, Bisbee). 

8. With regards to claim 26, Bisbee teaches the method wherein specifying an 
enrollment rule further comprises: defining a plurality of groups of users; defining 
a plurality of groups of networked resources; and specifying a group of 
networked resources that a group of users is permitted to enroll (see paragraph 
60, Bisbee). 
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9. With regards to claim 27, Bisbee teaches the method wherein enrolling the first 
networked resource is disallowed from a remote console (Bisbee teaches the 
system resource being unavailable (see paragraphs 25 and 51, Bisbee)) 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth In section 102 of this title, if the differences between the subject matter sought to be patented and 
the phor art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 4-5, 7-11, 15-16, 18-22 and 28-29 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Bisbee et al (US PGPUB No: 2002/0184217 A1) in view of 
Kelley et al (US Patent No: 6,898,628 B2), hereafter referred to as Bisbee and Kelley, 
respectively. 

10. With regards to claims 4 and 15, Bisbee teaches through Kelley, the method 
wherein the remote access system is provided for installation on the first 
networked resource 

Bisbee's design teaches a remote access system however, Bisbee does not 
explicitly cite the remote access system being software that is installed on the 
first networked resource. In the same field of endeavor, Kelley also teaches a 
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remote access system wherein the access system is software installed on the 
server (equivalent to the claimed first networked resource); see column 3, lines 
44-45, Kelley. The use of software instead of hardware allows for the system to 
be more physically compact and requires less hardware to purchase. Therefore, 
it would have been obvious to one skilled in the art, during the time of the 
invention, to have combined the teachings ofBisbee with those of Kelley, to 
provide a more compact and affordable system. 

1 1 .With regards to claims 5 and 16, Bisbee teaclies througli Kelley, the method 
wherein the remote access system is provided for installation on a shared 
network resource, and the remote access system grants remote access to the 
first networked resource and a second networked resource subject to the 
specified enrollment rules and the user's enrollment of the first networked 
resource and the second networked resource 

Bisbee's design teaches a remote access system to a plurality of resources 
(equivalent to the claimed first and second hosts); see paragraph 52, Bisbee. 
However, Bisbee does not explicitly cite the remote access system being 
software that is installed on the networked resource. In the same field of 
endeavor, Kelley teaches a remote access system wherein the access system is 
software installed on the host server (equivalent to the claimed first networked 
resource); see column 3, lines 44-45, Kelley. In addition, Kelley teaches the user 
being granted remote access to a plurality of resources based on access control 
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lists (equivalent to enrollment rules); see column 4, lines 35-65, Kelley. 



12. With regards to claims 7, 18 and 28, Bisbee teaclnes tlirougli Kelley, the method 
wherein the enrollment system requires enrolling the first networked resource 
from a console physically-attached to the first networked resource (see column 4, 
lines 49-65 and column 3, lines 54-59, Kelley). 



13. With regards to claims 8, 19 and 29, Bisbee teaches through Kelley, the method 
wherein the remote access comprises remote access to the desktop of the first 
networked resource (Kelley teaches the client remotely accessing the server (first 
networked resource) through vpn, it is implicit that the client can remote access 
the desktop; see column 4,lines 43-48, Kelley). 



14. With regards to claims 9 and 20, Bisbee teaches through Kelley, the method 
wherein the enrollment system is a network application (see column 3, lines 42- 
53 and column 4, lines 49-65, Kelley). 



15. With regards to claims 10 and 21, Bisbee teaches through Kelley, the method 
further comprising providing a locator system for determining the location of a 
user attempting to enroll the first networked resource (see paragraph 42, Bisbee 
and column 2, lines 54-55, Kelley). 
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16. With regards to claims 11 and 22, Bisbee teaclies tlirougli Kelley, tlie metliod 
wlierein enrolling the first networked resource is further subject to the determined 
location (see paragraph 42, Bisbee and column 4, lines 21-23, Kelley). 

17. The obviousness motivation applied to claims 4 and 15 are applicable to claims 
5, 7-11, 16, 18-22 and 28-29. 

Response to Arguments 

Applicant's arguments with respect to claims 1-29 have been considered but are 
moot in view of the new ground(s) of rejection. In lieu of the latest claim amendments, a 
new search has been performed and new prior arts have been found and applied in the 
latest office action. 

The amended independent claims 1 and 12 now feature providing an enrollment 
administration system for specifying enrollment rules, the enrollment rules identifying 
one or more users permitted to enroll one or more network resources for authorized 
remote access. In lieu of this claim limitation, Bisbee is referred to since Bisbee 
teaches a Rules Database (equivalent to the claimed enrollment administration system) 
that specifies rules for authentication (equivalent to the claimed enrollment rules) to 
access remote system resources (equivalent to the claimed network resource); see 
paragraphs 51 and 52, Bisbee. The amended claims also feature providing an 
enrollment system configured to communicate with the enrollment administration 
system for enrolling by a user of the one or more users a first networked resource of the 
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one or more network resources for remote access by the user if permitted by specified 
enrollment rules. Again Bisbee is referred to because Bisbee teaches a Logon 
Component (equivalent to the claimed enrollment system) that communicates with the 
Rules Database (enrollment administration system) to determine if the requesting user 
is permitted to access the remote system resource; see paragraphs 51 and 52, Bisbee. 

The amended independent claim 24 now features specifying an enrollment rule, 
the enrollment rule identifying one or more users permitted to enroll one or more 
network resources for authorized remote access. This limitation is taught by Bisbee 
wherein Bisbee teaches rules being applied to authorize users to access the system 
resources (equivalent to the claimed network resources); see paragraphs 51 and 52, 
Bisbee. The claim limitations also claim the enrolling by a user of the one or more users 
a first networked resource of the one or more network resources if permitted by the 
specified enrollment rule. This limitation is taught by Bisbee wherein if user is 
permitted, they gain access to the system resources (network resource); see paragraph 
52, Bisbee. The final two limitations claimed within the amended claim 24 cite granting 
the user remote access to the first networked resource from a remote device if the user 
had previously successfully enrolled the first networked resource via the enrollment 
system and denying the user remote access to the first networked resource from the 
remote device if the user had not previously successfully enrolled the first networked 
resource via the enrollment system. Bisbee teaches both limitation wherein Bisbee 
teaches that once a user successfully logged on once, the user does not have to re- 
access the logon rules; see paragraph 20, Bisbee. And if the user does not pass 
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authorization, tlie user is denied access to the system resources; see paragraphs 51 
and 52, Bisbee. 

In addition, the Kelley reference has been added to teach additional limitations 
within some of the dependent claim limitations including the feature of the remote 
access system being software (taught by Kelley in column 3, lines 44-45) and the user's 
remote access being subject to the determined location (taught by Kelley in column 2, 
lines 54-55). 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to AZIZUL CHOUDHURY whose telephone number is 
(571 )272-3909. The examiner can normally be reached on M-F. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jason Cardone can be reached on (571 ) 272-3933. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding tine status of an application may be obtained from tlie 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Azizul Choudhury/ 
Examiner, Art Unit 2145 



